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TECHNIQUES FOR INTERPRETING
SIGNALS FROM COMPUTER INPUT
DEVICES

CROSS REFERENCE TO RELATED
APPLICATIONS

The present application claims benefit to U.S. provisional
patent application No. 61/317,996 filed Mar. 26, 2010,
entitted METHOD FOR HANDLING COMBINATION
COMPUTER MOUSE OPERATIONS and having Jay
Tanaka listed as inventor.

COPYRIGHT NOTICE

A portion of the disclosure of this patent document con-
tains material which is subject to copyright protection. The
copyright owner has no objection to the facsimile reproduc-
tion by anyone of the patent document or the patent disclo-
sure, as it appears in the Patent and Trademark Office patent
file or records, but otherwise reserves all copyright rights
whatsoever.

FIELD OF THE INVENTION

The current invention relates generally to networked com-
puter systems. More particularly the current invention relates
to techniques for interpreting commands from computer
input devices.

BACKGROUND

The subject matter discussed in the background section
should not be assumed to be prior art merely as a result of its
mention in the background section. Similarly, a problem
mentioned in the background section or associated with the
subject matter of the background section should not be
assumed to have been previously recognized in the prior art.
The subject matter in the background section merely repre-
sents different approaches, which in and of themselves may
also be inventions.

In conventional database systems, users access their data
resources in one logical database. A user of such a conven-
tional system typically retrieves data from and stores data on
the system using the user’s own systems. A user system might
remotely access one of a plurality of server systems that might
in turn access the database system. Data retrieval from the
system might include the issuance of a query from the user
system to the database system. The database system might
process the request for information received in the query and
send to the user system information relevant to the request.
The efficient retrieval of accurate information and subsequent
delivery of this information to the user system has been and
continues to be a goal of administrators of database systems.

In the past several years cloud computing has become a
dominant means by which users communicate with a data-
base server. Typically data communication between various
users and the database server occurs over a wide area network
(WAN) such as the Internet. The database and other software
applications are accessed from another web service, such as a
web browser using web-pages. Multi-tenancy is a cloud com-
puting architecture that enables sharing of resources and costs
across a large pool of users. This facilitates centralization
control and regulation of the services provided to users. This
facilitates optimization of a user’s computer experience while
controlling the costs of providing the services to the user. As
a result, a user of a multi-tenancy architecture typically only
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requires a means of displaying web pages in order to access
the services provided by the database server.

One technology employed to generate web pages is Hyper-
Text Markup Language (HTML). HTML allows easily com-
bining text, images, software objects and executable code
while controlling the information that will be rendered on a
computer display. To that end, HTML employs semantic ele-
ments to quickly define how information in a webpage is
perceived. HTML encoding elements, commonly referred to
as “tags”, surrounded by angle brackets within the web page
content. Scripting languages, such as JavaScript™, facilitate
providing spatial specific functionality control of a web page.
To that end, scripting languages are employed to embed,
within a webpage, peripheral device event handlers or event
listeners. The event handlers are configured to respond to
signals generated an input peripheral device is sensed by the
computer system. One example of a computer input device
that function synergistically with embedded event handlers is
a computer mouse (mouse). A mouse typically controls the
motion of a cursor with respect to a graphical user interface
(GUI) rendered on a computer display. Control over two
orthogonal axes is typically exercised and by placing the
cursor in superimposition with different regions of the GUI
different function may be achieved. Often, the mouse
includes one or more switches, commonly referred to as
buttons, that generate input signals. By superimposing the
cursor over a region of a GUI having an event handler embed-
ded therein, operation of the switch may achieve a desired
function, e.g., opening a file folder rendered on the GUIL

Were the mouse to have a plurality of switches, each switch
may be assigned a unique function. For example, one switch
may select an item in the GUI and a second switch may
commence an event associated with the item. Users can also
employ gestures to initiate an event with respect to the GUI.
For example, the mouse may be employed to move the cursor
in a predetermined path over the GUI, commonly referred to
as a “gesture”. Upon completion of the gesture embedded
HTML in the GUI would interpret the initiation of an event
causing a computer process to be carried-out.

Common events performed by a computer mouse include
depressing a switch, releasing a switch; depressing a switch
twice in succession; depressing a switch thrice in succession;
depressing a switch while moving the cursor over the GUI,
commonly referred to as a DRAG operation; and depressing
a switch while depressing a modifier key on a keyboard. Were
a rotary switch included in the mouse, any one of the above
operations may be undertaken while activating the mouse
wheel. It is desired, however, to increase the function of a
computer mouse without increasing its mechanical complex-

1ty.
BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 illustrates a representative architecture of a multi-
tenant database system in which an embodiment may be
practiced;

FIG. 2 is a simplified schematic view showing relation-
ships between tenant information and objects stored on a
database shown in FIG. 1;

FIG. 3 illustrates a block diagram of an example of a
representative system in which the architecture, shown in
FIG. 1. may be practiced;

FIG. 4 is a detailed block diagram of a user system, shown
in FIG. 3;

FIG. 5 is a perspective view of the user system shown in
FIG. 4,

FIG. 6 is a plan view of a web page shown in FIG. 5;
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FIG. 7. is a schematic view of a DOM illustrating the
logical relationship between script elements present on the
web page shown in FIG. 6;

FIG. 8 is a plan view of the computing model of the user
system shown in FIGS. 4 and 5, in accordance with the
present invention;

FIG. 9 is a plan view showing a data input sequence as
received by the web page of shown in FIG. 6, in accordance
with an embodiment;

FIG. 10 is plan view showing the interrelationship of the
different computing processes of the system shown in FIG. 3
in accordance with an embodiment.

DETAILED DESCRIPTION

Systems and methods add functionality to computer input
devices. In one embodiment, this functionality can be applied
to a multi-tenant on-demand database system. As used herein,
the term multi-tenant database system (M'TS) refers to those
systems in which various elements of hardware and software
of the database system may be shared by one or more users.
For example, a given application server may simultaneously
process requests for a great number of customers, and a given
database table may store rows for a potentially much greater
number of customers. In alternative embodiments, the sys-
tems and methods are applicable to other computing environ-
ments.

FIG. 1 illustrates a database architecture 10 that includes
server side facilities 12 and client side facilities 14 in data
communication over a network 16. Server side facilities 12
includes processing resources 18, memory space 20, in data
communication therewith, and network interface resources
22 in data communication with both memory space 20 and
processing resources 18. Processing resources 18 may be any
known processor sub-system in the art, e.g., the CORE
DUO® or the CORE 2 DUO® from Intel Corporation of
Santa Clara, Calif. Memory space 20 includes one or more
hard drives shown as 24 and 26, as well as data and instruction
registers, shown as 28, and volatile and non-volatile memory
shown as 30. Data communication network 16 may be any
network or combination of networks of devices that commu-
nicate with one another. Network 16 can be any one or any
combination of a LAN (local area network), WAN (wide area
network), telephone network, wireless network, point-to-
point network, star network, token ring network, hub net-
work, or other appropriate configuration. As the most com-
mon type of computer network in current use is a TCP/IP
(Transfer Control Protocol and Internet Protocol) network,
such as the global inter-network of networks often referred to
as the “Internet” with a capital “I,” that network will be used
in many of'the examples herein. However, it should be under-
stood that the networks that the present invention might use
are not so limited, although TCP/IP is a frequently imple-
mented protocol.

Server side facilities 12 afford access to a database 32 by
multiple users 25-27 of client side facilities 14 over data
communication network 16. To that end, network interface
resources 22 include a plurality of virtual portals 33-35. Each
virtual portal 33-35 provides an “instance” of a portal user
interface coupled to allow access to database 32. Typically,
tenants obtain rights to store information, referred to as tenant
information 38 and 40, on database 32 and make the same
accessible to one or more users 25-27 to whom the tenant
provides authorization. This is typically achieved by rental
agreements between the tenant and an owner/provider of
architecture 10. In this manner, architecture 10 provides an
on-demand database service to users 25-27 that are not nec-
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essarily concerned with building and/or maintaining the data-
base system; rather, these functions are addressed between
the tenant and the owner/provider.

With architecture 10, multiple users 25-27 may access
database 32 through a common network address, in this
example a universal resource locator (URL). In response,
web-pages and other content may be provided to users 25-27
over network 16. The resources of database 32 that users
25-27 may access can be different, depending on user’s 25-27
security or permission level and/or tenant association. As a
result, data structures included in tenant information is man-
aged so as to be allocated at the tenant level while other data
structures might be managed at the user level. Because archi-
tecture 10 supports multiple tenants including possible com-
petitors, security protocols 42 and other system software 44,
stored for example on hard drive 26, maintain, applications,
and application use to only those users 25-27 with proper
access rights. Also, because many tenants may opt for access
to architecture 10 rather than maintain their own system,
redundancy, up-time, and backup are additional functions
that may be implemented in architecture 10. In addition to
user-specific data and tenant specific data, server side facili-
ties 12 might also maintain system level data usable by mul-
tiple tenants or other data. Such system level data might
include industry reports, news, postings, and the like that are
sharable among tenants.

For example, in certain embodiments architectures 10 may
provide users 25-27 associated with the tenant, referred to as
tenant users, access to a sub-portion of the content of the
database information that the tenant may be allowed to
access. The sub-portion that any one of tenant users may
access may be the same as or different from the sub-portion
that the remaining tenant users may access. User’s not asso-
ciated with a tenant would not be allowed access to the tenant
information. For example, assume users 25 and 26 are asso-
ciated with the tenant corresponding to tenant information 38
and not associated with the tenant corresponding to tenant
information 40. Users 25 and 26 would not be allowed access
to tenant information 40 and would be allowed access to
tenant information 38 or a sub-portion thereof. In the present
example user 25 may be allowed access to a first portion of
tenant information 38 and user 26 may be allowed access to a
second portion of tenant information 38, which is mutually
exclusive. Similarly, were user 27 associated with the tenant
corresponding to tenant information 40 and not the tenant
corresponding to tenant information 38, user 27 would be
allowed to access tenant information 40, or a portion thereof,
and nottenant information 38. Itis possible, however, that one
of'users 25-27 are associated with the tenants corresponding
to both sets of tenant information 38 and 40.

Virtual portals 33, 34 and 35 facilitate providing resources
of database 32 that a tenant may provide to users 25-27
associated with the tenant. Each user 25-27 logs onto archi-
tecture 10 through one of virtual portals 33, 34 and 35 to
access resources of database 32 through a unique uniform
resource locator (URL) or other type of address. Based on the
URL and other identifying information associated with users
25-27, architecture 10 may determine the resources of data-
base 32 users 25-27 may access. For example, user 25 com-
municates with database through virtual portal 33, user 26
communicates with database 32 through virtual portal 34, and
user 27 communicates with database through virtual portal
35. It is possible, however, that all users 25-27 may use a
common portal, as well. To that end, users desiring to access
resources of database 32 employ virtual portals 33, 34 and 35
to validate against the information stored on architecture 10,



US 9,189,090 B2

5

corresponding to the user 25-27 requesting access to a sub-
portion of content on database 32.

The result of the communications between users 25-27 and
server side facilities 12 results in multiple processes 50, 52
and 54 being executed by processor resources 18. Thus, it is
desired that processing resources 18 be capable of providing
uninterrupted interaction with users 25-27 to provide online
transaction processing (OLTP) to each of users 25-27. As a
result, each of processes 50, 52 and 54 may include one or
more threads of execution. This is shown as threads 56 asso-
ciated with process 50, threads 58 associated with process 52
and threads 60 associated with process 54.

Referring to both FIGS. 1 and 2, it is desired that tenants
and/or users 25-27 associated therewith have the ability to
easily and reliably manipulate large volumes of data while
avoiding consuming resources of processor sub-system 18.
The challenge presented by these seemingly contravening
requirements is realized by realizing the nature of the use of
architecture 10 by tenants. An example of a tenant may be a
company that employs a sales force where each salesperson
uses server side facilities 12 to manage their sales process,
such as by a management representative of the tenant, e.g.,
Vice President of Sales, the Chief Executive Officer of the
tenant and the like. In this fashion, architecture facilitates
Customer Relations Management (CRM). Thus, one or more
of'users 25-27 may be a salesperson that maintains informa-
tion that is applicable to that salesperson’s sales process and
is different from information related to other salespersons’
sales process. Although the sales forces accessing database 32
is represented by three users 25-27, in practice hundreds of
salespersons would be accessing database 32. Moreover,
sales process data of each salesperson may include thousands
of files. An example of sales process data may include, with-
out limitation, contact data, leads data, customer follow-up
data, performance data, goals and progress data applicable to
that salesperson’s personal sales process.

To facilitate management of this information, the tenant
associated with the salespersons may restrict each of the
salespersons to access to specific sales process information.
However, a tenant, or representative thereof based upon a
contractual relationship between the salesperson and the rep-
resentative, may be able to view all sale process information
for the salespersons associated with the tenant. An example of
a contractual relationship is a managerial/supervisory rela-
tionship. The managerial relationship between the salesper-
son and the tenant representative may provide the represen-
tative with a higher permission level when compared to the
permission level of the salesperson, because, infer alia, the
tenant representative may be a manager/supervisor of the
salesperson. Another contractual relationship may be the
principle agent relationship wherein the tenant representative
has no day-to-day management responsibility of the salesper-
son. Nonetheless, as the representative of the principle, e.g.,
the tenant, the representative may view all of the salesperson
information, because the salespersons may be deemed to be
merely agents of the tenant.

Tenant information 38 and 40 may be viewed as a collec-
tion of objects, such as a set 61-66 of logical tables, contain-
ing data fitted into predefined categories. This is shown as
data objects 67-73 with respect to tenant set 63. A “table” is
one representation of a data object, and may be used herein to
simplify the conceptual description of objects and custom
objects according to the present invention. It should be under-
stood that “table” and “object” may be used interchangeably
herein. In one embodiment, architecture 10 includes applica-
tion servers (discussed more fully below) configured to
implement and execute CRM software applications as well as
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provide related data, code, forms, web pages and other infor-
mation to and from user systems client side facilities 14 and to
store to, and retrieve from, database 32 related data, objects,
and Webpage content. Architecture 10 typically stores data
for multiple tenants in the same physical database object,
however, tenant data 38 and 40 typically is arranged so that
data of one tenant is kept logically separate from that of other
tenants so that one tenant does not have access to another
tenant’s data, unless such data is expressly shared.

To implement a web-based customer relationship manage-
ment (CRM) system, in one embodiment architecture 10
includes a server system 70 and multiple user systems 71 in
data communication with server system 70 over network 16.
Server system 70 includes a processor subsystem 18, appli-
cation platform 72, network interface sub system 22, and
database 32, which includes tenant data storage 38 and 40, as
well as system data storage 44. In addition server system 70
includes program code 73, and process space 74. Program
code 73 may include, among other code, code to facilitate a
tenant to control the look-and-feel of the experience users
25-27 have when accessing database 32. Process space 74
facilitates execution of MTS system processes and tenant-
specific processes, such as running applications as part of an
application hosting service. Additional processes that may
execute on server system 70 include database indexing pro-
cesses. In other embodiments, server system 70 may not have
all of the components listed and/or may have other elements
instead of or in addition to, those listed above. Server system
70, and additional instances of an M TS, where more than one
is present, and all components thereof may be operator con-
figurable using applications including computer code to run
using a central processing unit such as processor subsystem
186, which may include an Intel Pentium® processor or the
like, and/or multiple processor units.

Application platform 74 may be a framework that allows
the applications of architecture 10 to run, such as the hard-
ware and/or software, e.g., the operating system. In an
embodiment, application platform 38 may enable creation,
managing and executing one or more applications developed
by the owner/provider of architecture 10, users 25-27 access-
ing architecture 10 via user systems 71, or third party appli-
cation developers accessing architecture 10 via user systems
71.

Data corresponding with each user 25-27 may be separate
from the data corresponding to the remaining users 25-27
regardless of the tenant associated with users 25-27; however,
some data might be shared or accessible by a plurality ofusers
25-27 or all of users 25-27 associated with a tenant. Thus,
there might be some data structures managed by server sys-
tem 72 that are allocated at the tenant level while other data
structures might be managed at the user level. Because an
MTS typically support multiple tenants including possible
competitors, the MTS should have security protocols that
keep data, applications, and application use separate. Also,
because many tenants may opt for access to an MTS rather
than maintain their own system, redundancy, up-time, and
backup are additional functions that may be implemented in
the MTS. In addition to user-specific data and tenant specific
data, server system 70 might also maintain system level data
usable by multiple tenants or other data. Such system level
data might include industry reports, news, postings, and the
like that are sharable among tenants.

According to one embodiment, server system 70 provides
security mechanisms to keep each tenant’s data separate
unless the data is shared. If more than one MTS is used, they
may be located in close proximity to one another (e.g., in a
server farm located in a single building or campus), or they
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may be distributed at locations remote from one another (e.g.,
one or more servers located in city A and one or more servers
located in city B). As used herein, each MTS could include
one or more logically and/or physically connected servers
distributed locally or across one or more geographic loca-
tions. Additionally, the term “server” is meant to include a
computer system, including processing hardware and process
space(s), and an associated storage system and database
application (e.g., OODBMS or RDBMS) as is well known in
the art. It should also be understood that “server system” and
“server” are often used interchangeably herein. Similarly, the
database object described herein can be implemented as
single databases, a distributed database, a collection of dis-
tributed databases, a database with redundant online or offline
backups or other redundancies, etc., and might include a
distributed database or storage network and associated pro-
cessing intelligence.

Referring to both FIGS. 4 and 5, to facilitate web-based
CRM, user systems 32 might communicate with server sys-
tem 72 using TCP/IP and, at a higher network level, use other
common Internet protocols to communicate, such as HTTP,
FTP, AFS, WAP, etc. To that end, user systems 71 may be any
computing device capable of interfacing directly or indirectly
to the Internet or other network connection, such as desktop
personal computer, workstation, laptop, PDA, cell phone, or
any wireless access protocol (WAP) enabled device and the
like running an HTTP client 76. An example of a user system
71 includes a processor system 78, a memory system 80, an
input system 82, and an output system 84. Processor system
78 may be any combination of one or more processors.
Memory system 80 may be any combination of one or more
memory devices, volatile, and/or non-volatile memory, such
as hard disk drive 87. A portion of memory system 80 is used
to run operating system 86 in which HTTP client 76 executes.
Input system 82 may be any combination of input devices,
such as one or more keyboards 90, computer mouse 91,
trackballs (not shown), scanners (not shown), cameras (not
shown) and the like. Output system 84 may be any combina-
tion of output devices, such as one or more monitors 89,
printers (not shown) and the like. HTTP client 49 allows users
25-27 of users systems 71 to access, process and view infor-
mation, pages and applications available to it from server
system 70 over network 16. Examples of HTTP client 49
include various browsing applications, such as Microsoft’s
Internet Explorer browser, Netscape’s Navigator browser,
Opera’s browser, or a WAP-enabled browser in the case of a
cell phone, PDA or other wireless device, or the like. Access
is gained to requisite tenant information 38 and 40 by entering
the URL (not shown) into the URL box 88 of HTTP client 76.
The URL directs users 25-27 to the appropriate virtual portal
for to determine authorization and permission level to access
the requisite tenant information. In certain embodiments,
architecture implements applications other than, or in addi-
tion to, the CRM application discussed above. For example,
server system 72 may provide tenant access to multiple
hosted (standard and custom) applications, including a CRM
application. User (or third party developer) applications,
which may or may not include CRM, may be supported by the
application platform 38, which manages creation, storage of
the applications into one or more database objects and execut-
ing of the applications in a virtual machine in the process
space of server system 72.

Referring to FIGS. 5 and 6 an example of a web page 92
that may be displayed on http client 76 in output system 84.
One or more script elements, shown as script elements 93-96,
may be rendered by web page 92 that correspond to different
regions of web page 92 that a user can select and obtain
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additional functionality. Specifically, web page 92 content
may be viewed as a set of objects that scripting language (e.g.,
JavaScript™) interprets. One manner in which to describe the
interaction of web page 92, script elements 93-96, and a
scripting language is a Document Object Model (DOM).
Using the DOM script elements 93-96 may be mapped as
individual nodes of a DOM tree of the page. FIG. 7 illustrates
an example DOM tree. In this example, the root node 101
corresponds to the overall web page 92. Script element 93
corresponds to node 97. Script element 94 corresponds to
node 98. Script element 95 corresponds to node 99, and script
element 96 corresponds to node 100. Scripting elements
93-96 themselves may correspond to controls, such as but-
tons, on the web page 92. In one implementation, script
elements 93-96 may also be nested so that one element con-
tains another element. For instance, script element 95 is illus-
trated as being contained within script element 94. In this
example, script element 95 is shown as a scrubber control,
typically associated with a media player user interface, nested
within script element 94.

A user may perform various functions that may be associ-
ated with script elements 93-96 on web page 92 in response to
input data received from input system 82. This may be
achieved by embedding within one or more script elements
93-96 device dependent event handlers. The device depen-
dent event handler are responsive to input data from input
system 82 while a cursor is superimposed over an area of web
page 92 corresponding to the script element in which the
event handler is embedded. The input data may be in response
to the proximity of the cursor to the script element. Alterna-
tively, the input data may be responsive to any other event that
standard event handlers are capable of sensing. Event han-
dlers are generally known in the art. Examples of these event
handlers may include event handlers that sense the following
events: “button down” (mouse switch depressed); “buttonup”
(mouse switch released); button click (mouse switch
depressed then released); button double-click (two sequential
button click); drag (button down, then move cursor over dis-
play). For purposes of the present discussion the input data is
discussed as being generated by keyboard 90 and computer
mouse 91, with computer mouse 91 having two switches 103
and 104. In other implementations, event handlers may be
employed that sense input from other input devices, as are
known in the art. For example, event handlers may be respon-
sive to input when a key of the keyboard, such as the “SHIFT”
key 105 or the “CTRL” key 106, is depressed.

In response to sensing one or more of the aforementioned
events, scripting language contained in the HTML file 106
that contains the information corresponding to web page 92 is
executed that facilitates performance of an action based upon
the logic programmed into scripting language. The action that
is executed is dependent upon the event trigger that occurs.
An event trigger is the receipt of a pre-assigned group ofinput
data received from a data input device, such as keyboard 90
and/or computer mouse 91. It is entirely possible that a micro-
phone (not shown) or other input device, such as a camera
(not shown), may also be employed to generate the group of
input data that would define an event trigger.

Inthe present example, one or more script elements 93, 94,
95 and 96 are associated with one or more event handlers.
This is done by associating corresponding nodes in the DOM
with the event handlers. For purposes of the present discus-
sion it is assumed that script element 93 has multiple event
handlers embedded in the HTML tags corresponding thereto.
The events sensed by the event handlers of scripting element
93 are processed into an event trigger. In one implementation,
the event trigger is implemented in one or more layers of a
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software stack 108. As shown in FIG. 8, an example software
stack includes an application layer 112, a web browser layer
116, an operating systems layer 118, a driver layer 120 and a
hardware layer 122. In one implementation, event triggers are
processed by web page layer 116. However, if a region of the
web page 92 upon which an event occurs does not correspond
to an event handler, other layers of software stack 108 may
process the event, for example application layer 114.

In operation, the input data from computer mouse 91 is
interpreted by the scripting language in HTML file 106 as an
initial input sequence 123 of data, as shown in FIG. 8. Each
segment of data in the sequence, shown as 130-143 is sepa-
rated from adjacent segments of data by an interval of time,
which is referred to as a phase differential. The order in which
input data is received by webpage 92, as well as the region of
webpage 92 at which point the data input is sensed may define
a desired action from among a set of actions that changes the
user’s experience with web page 92.

When an event handler in a webpage senses one or more
events associated with element 93, the input data correspond-
ing to the one or more event is received and processed to
determine which action(s) arc to be implemented in response
to the input data. For example, “button down” input data 130
is received followed by “mouse left” input data 131. In this
example, the input data corresponds to event trigger 144 that
results in the action of a pop-up window appearing on
webpage 92 proximate to script element 93. A different
sequence of input, such as “button down” input data 138
followed by “mouse left” input data 139, followed by “button
up” input data 140 may trigger a different action. For
example, a different web page may be loaded superimposed
over webpage 92.

So as to avoid confusion between the input data while
maintaining flexible communication with the computer
mouse, in another embodiment, event handlers may track the
phase differential between input data segments. For instance,
assume that a “button down” input data is received from a left
button on a mouse followed by a “button up” from the left
button on the mouse, which in turn is followed by a “button
down” input data from the right button on the mouse. If the
second “button down” command occurs after the passage of a
predetermined segment of time/number of compute cycles,
then the second “button down” command would not be inter-
preted as being event trigger 145 (e.g., for the action of
loading an additional webpage). In other words, an event
trigger would not have been initiated. If, however, the second
button down input data had been quicker the phase differen-
tial between the “button up” input data and the second “button
down” input data for this region of web page may have
defined an action to take. Moreover, in one implementation,
various predetermined ranges of time can be defined for
events. In one implementation, each predetermined range of
time corresponds to a different event trigger. The length and
timing of the input data stream, in one embodiment, varies
from one webpage to then next. The length and timing are not
necessarily limited in size. In one implementation, the length
and timing of the input data stream is configurable (e.g. by the
user, web page designer, browser, or by some other entity).

As another input data stream example, consider script ele-
ment 93. Assume that the following commands are issued:
button 103 down; button 104 down; button 104 up; and,
button 103 up. In this instance, a third action occurs. Here, the
third action renders a list of bookmarks from which a user can
select.

In operation, any known action can occur as a result of the
sequence of data inputs. For example, the actions may include
going to the home page, going to a predefined favorite page,
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opening a search dialog in a popup window in addition to
those cited above, etc. In this fashion, the phase differential of
any two adjacent segments of input data, coupled with the
group of input data received by webpage 92, as well as the
region of webpage 92 at which point the data input is sensed
can define a desired action to the webpage 92 from among a
set of actions that changes the user’s experience with web
page 92.

Additional functions may be implemented depending upon
the computing platform and application involved. For
example, were a desktop application running, the function
invoked may be a lock the screen, initiate a search, go to the
next step of an installation, or other, wizard, submit a form, or
capture the output of a window to an image or printable text
file.

Event triggers may be modified by inclusion of input data
from an input device other that the mouse. For example, a
double click followed and/or preceded by data input from
SHIFT key 105, ALT key 106 or any other key of keyboard 90
or an additional input device, may invoke an additional func-
tion that is the same as or different than the function associ-
ated with the double click. Additionally, the timing between
the occurrence of the input data in the data sequence 120, as
discussed above, may define which actions or sets of action
from a plurality of actions are invoked. Thus, it is realized that
the phase differential between the input data in the data
sequence, as well as the software application and/or region
thereof in proximity with cursor 102 defines the set of actions
that are invoked.

FIG. 10 illustrates an example embodiment of a server
system 70 in which the systems and method described herein
may be implemented. In one embodiment, server system 70
may include tenant data storage 38 and 40, security protocols
42 and system data storage 44, which are as discussed above.
In addition, included is a user interface (UI) 150, application
program interface (API) 152, PL/SOQL 154, save routines
156, an application setup mechanism 158, application servers
1601-160N, system process space 162, tenant process spaces
164, 166, 168, tenant management process space 170. In
other embodiments, server system 70 may not have the same
elements as those listed above and/or may have other ele-
ments instead of, or in addition to, those listed above. In the
present example, application servers 1601-160N are HTTP
application servers and implement a network interface of
server system 70.

Referring to FIGS. 1, 4 and 10, each application server
1601-160N may be configured to service requests of user
systems 72 for access to tenant data storage 38 and 40 as well
as tenant information (not shown) data security protocols 42
and system storage 44. Tenant information consists of differ-
ent information storage areas that may physical differentia-
tion, e.g., different hard disks, and/or a logical separation of
the information. Within each tenant storage area 38 and 40,
information may be included therein that consists of user
storage and application metadata for each user or a groups of
users. For example, a copy of a user’s most recently used
(MRU) items might be stored to user storage. Similarly, a
copy of MRU items for an entire organization that is a tenant
might be stored to an area of tenant data storage 38 and 40. Ul
150 provides a user interface and API 152 provides an appli-
cation programmer interface to server system 70 resident
processes to users and/or developers at user systems 72. The
tenant data and the system data may be stored in various
databases, such as one or more Oracle™ databases.

Referring again to FIGS. 1, 4 and 7, it is not necessary that
the one or more HTTP application servers 1601-160N be
implemented as the sole network interface between server



US 9,189,090 B2

11

system 70 and network 16. Rather, other communication
techniques might be used in conjunction with HTTP applica-
tion servers 1601-160N or in lieu thereof. In some implemen-
tations, the interface between server system 70 and network
16 includes load sharing functionality, such as round-robin
HTTP request distributors to balance loads and distribute
incoming HTTP requests evenly over a plurality of servers. At
least as for users 25-27 one of HTTP application servers
1601-160N, each of the plurality of servers has access to the
MTS data; however, other alternative configurations may be
used instead.

Application setup mechanism 158 supports application
developers’ creation and management of applications, which
may be saved as metadata by save routines 156 for execution
by tenants and/or tenant’s users as one or more tenant process
spaces 164, 166 and 168, for example. Invocations to such
applications may be coded using PL/SOQL 154 that provides
aprogramming language style interface extensionto AP1 152.
A detailed description of some PL/SOQL language embodi-
ments is discussed in commonly owned co-pending U.S.
patent application Ser. No. 11/859,498 entitled, METHOD
AND SYSTEM FOR ALLOWING ACCESS TO DEVEL-
OPED APPLICATIONS VIA A MULTI-TENANT ON-DE-
MAND DATABASE SERVICE, by Craig Weissman, filed
Sep. 21, 2007, which is incorporated in its entirety herein for
all purposes. Invocations to applications may be detected by
one or more system processes, which manage retrieving
application metadata for the subscriber making the invocation
and executing the metadata as an application in a virtual
machine.

Each HTTP application servers 1601-160N may be com-
municably coupled to database systems, e.g., having access to
system data 44 and tenant data 38 and 40, via a different
network connection. For example, one HTTP application
server 1601 might be coupled via the network 16 (e.g., the
Internet), another HTTP application servers 1601-160N
might be coupled via a direct network link, and another one of
HTTP application servers 1601-160N might be coupled by
yet a different network connection. Transfer Control Protocol
and Internet Protocol (TCP/IP) are typical protocols for com-
municating between HTTP application servers 1601-160N
and database 32. However, it will be apparent to one skilled in
the art that other transport protocols may be used to optimize
the system depending on the network interconnect used.

In certain embodiments, each of HTTP application servers
1601-160N is configured to handle requests for any user
associated with any organization that is a tenant. Because it is
desirable to be able to add and remove application servers
from the server pool at any time for any reason, there is
preferably no server affinity for a user and/or organization to
aspecific one of HT'TP application servers 1601-160N. In one
embodiment, therefore, an interface system implementing a
load balancing function (e.g., an F5 Big-IP load balancer) is
communicably coupled between HTTP application servers
80,-80,, and the user systems 72 to distribute requests to
HTTP application servers 1601-160N. In one embodiment,
the load balancer uses a least connections algorithm to route
user requests to HTTP application servers 1601-160N. Other
examples of load balancing algorithms, such as round robin
and observed response time, also can be used. For example, in
certain embodiments, three consecutive requests from the
same user 25-27 could hit three different HTTP application
servers 1601-160N, and three requests from different user
systems 72 could hit a common HTTP application server
1601-160N. In this manner, server system 70 is multi-tenant,
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wherein server system 70 handles storage of, and access to,
different objects, data and applications across disparate users
and organizations.

In certain embodiments, user systems 72 (which may be
client systems) communicate with HT'TP application servers
80,-80,, to request and update system-level and tenant-level
data from server system 70 that may require sending one or
more queries to tenant data storage 38 and 40 and/or system
data storage 44. Server system 70 (e.g., an application server
160, in server system 70) automatically generates one or
more SQL statements (e.g., one or more SQL queries) that are
designed to access the desired information. System data stor-
age 44 may generate query plans to access the requested data
from the database.

Alternatively, embodiments may be implemented in other
networking and Internetworking environments.

While the invention has been described by way of example
and in terms of the specific embodiments, it is to be under-
stood that the invention is not limited to the disclosed embodi-
ments. To the contrary, it is intended to cover various modi-
fications and similar arrangements as would be apparent to
those skilled in the art. For example, the present processes
may be embodied as a computer program product that
includes a machine-readable storage medium (media) having
instructions stored thereon/in which can be used to program a
computer to perform any of the processes of the embodiments
described herein.

Computer code for operating and configuring the server
system to intercommunicate and to process webpages, appli-
cations and other data and media content as described herein
are preferably downloaded and stored on a hard disk, but the
entire program code, or portions thereof, may also be stored in
any other volatile or non-volatile memory medium or device
as is well known, such as a ROM or RAM, or provided on any
media capable of storing program code, such as any type of
rotating media including floppy disks, optical discs, digital
versatile disk (DVD), compact disk (CD), microdrive, and
magneto-optical disks, and magnetic or optical cards, nano-
systems (including molecular memory ICs), or any type of
media or device suitable for storing instructions and/or data.
Additionally, the entire program code, or portions thereof,
may be transmitted and downloaded from a software source
over a transmission medium, e.g., over the Internet, or from
another server, as is well known, or transmitted over any other
conventional network connection as is well known (e.g.,
extranet, VPN, LAN, etc.) using any communication medium
and protocols (e.g., TCP/IP, HTTP, HTTPS, Ethernet, etc.) as
are well known. It will also be appreciated that computer code
for implementing embodiments of the present invention can
be implemented in any programming language that can be
executed on a client system and/or server or server system
such as, for example, C, C++, HITML, any other markup
language, Java™, JavaScript™, ActiveX™, any other script-
ing language, such as VBScript™, and many other program-
ming languages as are well known may be used. Therefore,
the scope of the appended claims should be accorded the
broadest interpretation so as to encompass all such modifica-
tions and similar arrangements.

The invention claimed is:

1. A method comprising:

displaying on a computer system a web page containing

one or more script elements, wherein said one or more
script elements are responsive to input data from an
input device;

receiving at the computer system from the input device

multiple segments of input data, the multiple segments
of data defining an input sequence, wherein a time inter-
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val between receiving adjacent segments of data within
the input sequence comprises a phase differential;

selecting, from a plurality of actions that change a user
experience with the web page, an action associated with
said input sequence, wherein the multiple segments of
input data are sensed by event handlers of a script ele-
ment and are processed into an event trigger that is
implemented in multiple layers of a software stack,
wherein the event handlers correspond to nodes in a
Document Object Model (DOM) tree and the one or
more script elements have multiple event handlers; and

executing said action on the computer system, wherein the
phase differential of any two adjacent segments of input
data, from the input sequence received by the computer
system, as well as a corresponding region of the web
page at which point the data input is sensed, are utilized
to determine a desired action to the web page from
among a set of actions that changes the user experience
with the web page.

2. The method as recited in claim 1 wherein selecting
further includes ascertaining multiple corresponding actions
associated with different groups of said segments in said input
sequence.

3. The method as recited in claim 1 wherein selecting
further includes ascertaining a cursor position with respect to
said program interface and determining said corresponding
action based upon an order and said cursor position.

4. The method as recited in claim 1 wherein receiving
further includes receiving said multiple segments of input
data from a plurality of computer interface devices.

5. The method as recited in claim 1 wherein selecting
further includes measuring a latency between receipt of one
of said multiple segments in a group and a second of said
multiple segments in said group and ascertaining whether
said latency is greater than a range of time and with a corre-
sponding event being associated with a first event if said
latency is with said first range of time and a second event that
differs from said first event if said latency is outside of said
range of time.

6. The method as recited in claim 1 wherein receiving
further includes receiving said multiple segments from a
computer mouse, with said computer mouse having a plural-
ity of switches and determining further includes ascertaining
multiple corresponding actions associated with different
groups of said segments in said input sequence, with each of
said multiple segments being generated by a common switch
of said plurality of switches.

7. The method as recited in claim 1 wherein receiving
further includes receiving said multiple segments from a
computer mouse, with said computer mouse having a plural-
ity of switches and determining further includes ascertaining
multiple corresponding actions associated with different
groups of said segments in said input sequence, with each of
said multiple segments being generated by a common group
of said plurality of switches.

8. The method as recited in claim 1 wherein receiving
further includes receiving said multiple segments from a
computer mouse, with said computer mouse having a plural-
ity of switches and determining further includes ascertaining
multiple corresponding actions associated with different
groups of said segments in said input sequence, with each of
said multiple segments being generated by a common group
of said plurality of switches being activated sequentially.

9. The method as recited in claim 1 wherein receiving
further includes receiving said multiple segments from a
computer mouse, with said computer mouse having a plural-
ity of switches and determining further includes ascertaining
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multiple corresponding actions associated with different
groups of said segments in said input sequence, with each of
said multiple segments being generated by a common group
of said plurality of switches being activated concurrently.
10. The method as recited in claim 1 wherein receiving
further includes receiving said multiple segments from a
computer mouse, with said computer mouse having a plural-
ity of switches and determining further includes ascertaining
multiple corresponding actions associated with different
groups of said segments in said input sequence, with each of
said multiple segments being generated by a different groups
of common said plurality of switches.
11. A method comprising:
sequentially receiving with a computer system multiple
segments of input data, defining an input sequence,
wherein a time interval between receiving adjacent seg-
ments of data within the input sequence comprises a
phase differential, from a computer interface device hav-
ing a plurality of switches, with a first subset of said
plurality of switches generating a first sub-group of said
multiple segments and a second subset of said plurality
of switches generating a second sub-group of said mul-
tiple segments;
determining, from a plurality of actions that change a user
experience with a web page, actions corresponding to
different groups of said segments, wherein the multiple
segments of input data are sensed by event handlers of a
scripting element and are processed into an event trigger
that is implemented in multiple layers of a software
stack, wherein the event handlers correspond to nodes in
a Document Object Model (DOM) tree and the one or
more script elements have multiple event handlers; and

providing access to action corresponding to anyone group
being based upon an order in which the data segments
are received, wherein the phase differential of any two
adjacent segments of input data, from the input sequence
received by the computer system, as well as a corre-
sponding region of the web page at which point the data
input is sensed are utilized to determine a desired action
to the web page from among a set of actions that changes
the user experience with the web page.

12. The method as recited in claim 11 wherein providing
further includes providing access to action corresponding to
any one group based upon said order and a region of said
programming interface with which a cursor is in superimpo-
sition.

13. The method as recited in claim 11 wherein determining
further includes measuring a latency between receipt of one
of'said plurality of segments in said group and a second of said
plurality of segments in said group and ascertaining whether
said latency is greater than a range of time and with a corre-
sponding event being associated with a first event if said
latency is with said first range of time and a second event that
differs from said first event if said latency is outside of said
range of time.

14. The method as recited in claim 11 wherein sequentially
receiving further includes receiving said multiple segments of
input data from a plurality of computer interface devices.

15. A computer system comprising:

a processor;

a display in data communication with said processor;

an interface device in data communication with both said

processor and said display;

a memory in data communication with both said display

and said processor, said memory having computer read-
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able instructions stored therein which, when operated on
by said processor causes said computer system to carry-
out operations including:

sequentially receiving with a computer system multiple

segments of input data, defining an input sequence,
wherein a time interval between receiving adjacent seg-
ments of data within the input sequence comprises a
phase differential, from a computer interface device;
determining, from a plurality of actions that change a user
experience with a web page, actions corresponding to
different groups of said segments, wherein the multiple
segments of input data are sensed by event handlers of a
scripting element and are processed into an event trigger
that is implemented in multiple layers of a software
stack, wherein the event handlers correspond to nodes in
a Document Object Model (DOM) tree and the one or
more script elements have multiple event handlers; and

providing access to said corresponding action through a

program interface, wherein the phase differential of any
two adjacent segments of input data, from the input
sequence received by the computer system, as well as a
corresponding region of the web page at which point the
data input is sensed are utilized to determine a desired
action to the web page from among a set of actions that
changes the user experience with the web page.

16. The system as recited in claim 15 wherein determining
further includes ascertaining multiple corresponding actions
associated with different groups of said segments in said input
sequence.

17. The system as recited in claim 15 wherein determining
further includes ascertaining a cursor position with respect to
said program interface and determining said corresponding
action based upon said order and said cursor position.

18. The system as recited in claim 15 wherein sequentially
receiving further includes receiving said multiple segments of
input data from a plurality of computer interface devices,
determining further includes ascertaining multiple corre-
sponding actions based upon latency between said different
sub-groups of said input sequence.

19. A non-transitory machine-readable medium carrying
one or more sequences of instructions for implementing
method in a computer system when executed by one or more
processors and cause said one or more processors to carry out:
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sequentially receiving with a computer system multiple
segments of input data, defining an input sequence,
wherein a time interval between receiving adjacent seg-
ments of data within the input sequence comprises a
phase differential, from a computer interface device hav-
ing a plurality of switches, with a first subset of said
plurality of switches generating a first sub-group of said
multiple segments and a second subset of said plurality
of switches generating a second sub-group of said mul-
tiple segments;

determining, from a plurality of actions that change a user

experience with a web page, actions corresponding to
different groups of said segments, wherein the multiple
segments of input data are sensed by event handlers of a
scripting element and are processed into an event trigger
that is implemented in multiple layers of a software
stack, wherein the event handlers correspond to nodes in
a Document Object Model (DOM) tree and the one or
more script elements have multiple event handlers,
wherein the phase differential of any two adjacent seg-
ments of input data, from the input sequence received by
the computer system, as well as a corresponding region
of the web page at which point the data input is sensed
are utilized to determine a desired action to the web page
from among a set of actions that changes the user expe-
rience with the web page; and

providing access to an event through a program interface.

20. The machine-readable medium as recited in claim 19
wherein said instructions to carry out determining further
includes instructions for carrying out ascertaining multiple
corresponding actions associated with different groups of
said segments in said input sequence.

21. The machine-readable medium as recited in claim 19
wherein said instructions to carry out providing executing
further includes instructions for carrying out providing access
to action corresponding to any one group based upon said
order and a region of said programming interface with which
a cursor is in superimposition.

22. The machine-readable medium as recited in claim 19
wherein said instructions to carry out sequentially receiving
further includes instructions to carry out receiving said mul-
tiple segments of input data from a plurality of computer
interface devices.



